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Application No. 
09/874,364 

Appllcant(s) 
SCHEiDT ETAL 

Examiner 

Justin T. Darrow 

Art Unit 

2132 



-- 77ie MAILING DA TE of this communication appears on the cover sheet with the correspondence address - 
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY iS SET TO EXPIRE IViONTH(S) OR THIRTY (30) DAYS. 

WHICHEVER IS LONGER. FROM THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 . 1 36(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

• If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 1 33). 
Any reply received by the Office later than three rTX>nths after the mailing date of this communication, even if timely filed, may reduce any 
earned patent tenn adjustment. See 37 CFR 1.704(b). 

Status I 

l]Ef Responsive to communication(s) filed on *3|0 (o 

2aO[I] This action is FINAL. 2b)^ This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

. closed in accordance with the practice under Ex parte Quayle, 1935 CD. 1 1, 453 O.G. 213. 

Disp^tion of Claims 3 T cv. JL '7^ 

4) B Claim(s) j^! is/are pending in the application. 

4a) Of the above claim (s) is^are withdra ^^" fror^ /^nnr jHivft^inn 
sM Claim(s) ^fTH s/are allowed. 3V A./yJ< JJ ^^LS^ 

6M[ Claim(s)4i2r^/are rejected. 

7) n Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) D The specification is objected to by the Examiner. 

10) n The drawing(s) filed on is/are: a)n accepted or b)n objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1 .121(d). 

1 1) 0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12) 0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 
a)D All b)n Some * c)^ None of: 

1 Certified copies of the priority documents have been received. 

2.n Certified copies of the priority documents have been received in Application No. . 


3.n Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 


Attachment(s) 

Notice of References Cited {PTO-e92) 4) □ Interview Summary (PTO-413) 

2) □ Notice of Draflsperson's Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. . 

3) □ Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 5) □ Notice of Infomfial Patent Application (PTO-152) 

Paper No(s)/Mail Date . 6) □ Other: . 

U.S. Patent and Trademark Offloe ~~ ' ~~ — — - 

PTOL-326 (Rev. 7-05) Office Action Summary Part of Paper No./Mail Date 1 9 
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DETAILED ACTION 


1. Claims 1-70 have been presented for examination. Claims 1, 2, 35, 36, and 66 have been 
canceled and claims 3-6, 9, 18, 25, 32-34, 37-40, 43, 52, 59, and 67-70 have been amended in an 
amendment filed 06/06/2001. Claims 24 and 58 have been amended in an amendment filed 
02/27/2004. Claims 3-34, 37-65, and 67-70 have been examined. 

Priority 

2. Acknowledgment is made that the instant application is a continuation of Application No. 
09/023,672, filed 02/13/1998. 


3. Prosecution on the merits of this application is reopened on claims 67-70 considered 
unpatentable for the reasons indicated below: 

4. Applicant is advised that the Notice of Allowance mailed 03/22/2004 is vacated. If the 
issue fee has ab-eady been paid, appUcant may request a refund or request that the fee be credited 
to a deposit account. However, applicant may wait imtil the application is either found allowable 
or held abandoned. If allowed, upon receipt of a new Notice of Allowance, applicant may 
request that the previously submitted issue fee be applied. If abandoned, applicant may request 
refimd or credit to a specified Deposit Account. 

Claim Rejections - 35 USC §101 

5. 35 U.S.C. 101 reads as follows: 


Prosecution Reopened 
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Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or 
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and 
requirements of this title. 

6. Claims 67-70 are rejected under 35 U.S.C. 101 because the claimed invention is directed 
to non-statutory subject matter. Claims 66-69 are drawn to a cryptographic key formed by the 
process of claim 37. Thus, claims 67-70 are drawn to information produced by a process. 
Recently, the Court of Appeals for the Federal Circuit held that production of information is not 
covered under 35 U.S.C. § 271(g) as product to have been made by a patented process. See 
Bayer AG V. Housey Pharm. Inc., 68 USPQ2d 1001, 1008 (Fed. Cir. 2003). Additionally, the 
Federal Circuit reasoned that a manufacture of 35 U.S.C. § 101 has the same scope as a product 
to have been made by a patented process of 35 U.S.C. § 271(g). See id, at 1005. Therefore, a 
cryptographic key as a product of information is not in the statutory class of a manufacture of 35 
U.S.C. § 101. See also Interim Guidelines for Examination of Patent Applications for Patent 
Subject Matter Eligibility, ANNEX IV Computer-Related Nonstatutory Subject Matter, pages 
50-55 at 

<http://www.uspto.gov/web/ofBces/pac/dapp/opla/preognotice/guidelinesl01_20051026.pdC>. 
This rejection may not be overcome by claiming a cryptographic key incorporated into a 
computer readable medium. SeeNTPInc. v. Research In Motion, Ltd, 75 USPQ2d 1763, 1794- 
95 (Fed. Cir. 2005) (holding that there is no infringement under 35 U.S.C. § 271(g) by the 
production of email packets with messages (i.e. nonfunctional descriptive material)). 

Allowable Subject Matter 

7. Claims 3-34 and 37-65 are allowed. 

8. The following is an examiner's statement of reasons for allowance: 
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Claims 3-34; and 37-65 are drawn to a cryptographic key split combiner and a process for 
forming cryptographic keys, respectively. The closest prior art, Hirsch, U.S. Patent No. 
5,276,738 A in view of Albert et al, U.S. Patent No. 5,627,894 A, discloses a similar key split 
combiner and process. Hirsch illustrates a cryptographic key split combiner and a process for 
combining comprising: a plurality of key split generators for generating cryptographic key splits 
(see column 1, lines 57-67); a key split randomizer for randomizing the cryptographic key splits 
to produce a cryptographic key (see colunm 1, lines 54-57 and lines 62-68; column 2, lines 1-7; 
column 3, lines 60-65; and figure 1 A, items 10, 12, and 16); in which each of the key split 
generators includes means for generating key splits from seed data (see colimin 1, lines 49-54 
and lines 62-64); in which the plurality of key split generators includes a random split generator 
for generating a random key split based on reference data (see colunm 2, lines 55-58); and 
generating a pseudorandom sequence based on reference data (see colunm 2, lines 23-29). 
Albert et, Al, specify generating a random sequence(see column 1, lines 51-67 and column 2, 
lines 1-2). However, they neither teach nor suggest generating a random sequence based on the 
reference data. This particular limitation incorporated into independent claims 3 and 37 renders 
claims 3-34; and 37-65, respectively, allowable. 

Any comments considered necessary by applicant must be submitted no later than the 
payment of the issue fee and, to avoid processing delays, should preferably accompany the issue 
fee. Such submissions should be clearly labeled "Conunents on Statement of Reasons for 
Allowance." 
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Conclusion 

9. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

• Takayanagi, U.S. Patent No. 5,168,371 A discloses a cryptographic key including a 
stream of symbols encoded on a computer readable mediiun. 

• Park, U.S. Patent No. 5,796,826 A describes a cryptographic key including a key matrix 
encoded on a computer readable medixxm. 

Telephone Inquiry Contacts 

Any inquiry concerning this conraiunication or earlier communications from the 
examiner should be directed to Justin T. Darrow whose telephone nxmiber is (571) 272-3801, and 
whose electronic mail address is justin.darrow@uspto.gov. The examiner can normally be 
reached Monday-Friday from 8:30 AM to 5:00 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barr6n, Jr., can be reached at (571) 272-3799. 

The fax number for Formal or Official faxes to Technology Center 2100 is 571-273- 
8300. In order for a formal paper transmitted by fax to be entered into the application file, the 
paper and/or fax cover sheet must be signed by a representative for the applicant. Faxed formal 
papers for application file entry, such as amendments adding claims, extensions of time, and 
statutory disclaimers for which fees must be charged before entry, must be transmitted with an 
authorization to charge a deposit account to cover such fees. It is also reconmiended that the 
cover sheet for the fax of a formal paper have printed "OFFICIAL FAX". Formal papers 
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transmitted by fax usually require three business days for entry into the application file and 
consideration by the examiner. Formal or Official faxes including amendments after final 
rejection (37 CFR 1.1 16) should be submitted to 571-273-8300 for expedited entry into the 
application file. It is fiirther recommended that the cover sheet for the fax containing an 
amendment after final rejection have printed not only "OFFICIAL FAX" but also 
"AMENDMENT AFTER FINAL". 

Information regarding the status of an application may be obtained firom the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained fi-om either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-firee). 

Any inquiry of a general nature or relating to the status of this application should be 
directed to the Group receptionist whose telephone number is (571) 272-2100. 


December 22, 2005 



JUSTIN T. DARROW 
PRIMARY EXAMINER 
TECHNOLOGY CENTER 2100 


